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An accessible introduction to cybersecurity concepts and practices

Cybersecurity Essentials provides a comprehensive introduction to the field, with
expert coverage of essential topics required for entry-level cybersecurity
certifications. An effective defense consists of four distinct challenges: securing
the infrastructure, securing devices, securing local networks, and securing the
perimeter. Overcoming these challenges requires a detailed understanding of the
concepts and practices within each realm. This book covers each challenge
individually for greater depth of information, with real-world scenarios that show
what vulnerabilities look like in everyday computing scenarios. Each part
concludes with a summary of key concepts, review questions, and hands-on
exercises, allowing you to test your understanding while exercising your new
critical skills.

Cybersecurity jobs range from basic configuration to advanced systems analysis
and defense assessment. This book provides the foundational information you
need to understand the basics of the field, identify your place within it, and start
down the security certification path.

Learn security and surveillance fundamentals●

Secure and protect remote access and devices●

Understand network topologies, protocols, and strategies●

Identify threats and mount an effective defense●

Cybersecurity Essentials gives you the building blocks for an entry level security
certification and provides a foundation of cybersecurity knowledge
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Editorial Review

About the Author

Charles J. Brooks is co-owner and vice president of Educational Technologies Group Inc., as well as co-
owner of eITPrep LLP, an online training company. A former electronics instructor and technical writer with
the National Education Corporation, Charles taught and wrote on post-secondary fields including
introductory electronics, transistor theory, linear integrated circuits, basic digital theory, and industrial
electronics. Charles has authored several books, including seven editions of A+ Certification Training Guide
and many other topics. 

Philip Craig is the founder of BlackByte Cyber Security, LLC, a consultancy supporting the Pacific
Northwest National Laboratory (PNNL) research and national security agendas as well as the National Rural
Electric Cooperative Association and National Rural Telecommunications Cooperative. For many years, Phil
served as a Sr. Cyber Security Research Scientist at PNNL, where he provided engineering and program
management support in the fields of cyber security, supervisory control and data acquisition (SCADA)
technologies, computing and communications infrastructure. This included development of complex system
and policy solutions in a variety of critical infrastructures including the nuclear power, electric power, and
water sectors.  Developed and deployed both strategic and tactical cyber security defensive solutions for the
electric power and nuclear sectors.

Donald Short is the President of One World Telecommunications, Inc., an Internet Service Provider in
Kennewick. Don has been has been both a pharmacist and computer scientist for over 35 years working in
many programming languages on a variety of network architectures and has developed large and complex
online content and learning management systems. 

Users Review

From reader reviews:

Jorge Hinkley:

Book is actually written, printed, or descriptive for everything. You can understand everything you want by a
reserve. Book has a different type. As we know that book is important point to bring us around the world.
Close to that you can your reading ability was fluently. A guide Cybersecurity Essentials will make you to
become smarter. You can feel far more confidence if you can know about anything. But some of you think
this open or reading the book make you bored. It isn't make you fun. Why they might be thought like that?
Have you searching for best book or acceptable book with you?

Bert Ferguson:

Your reading sixth sense will not betray you actually, why because this Cybersecurity Essentials e-book
written by well-known writer who knows well how to make book which might be understand by anyone who
have read the book. Written throughout good manner for you, dripping every ideas and writing skill only for



eliminate your own personal hunger then you still question Cybersecurity Essentials as good book not just by
the cover but also by content. This is one e-book that can break don't ascertain book by its handle, so do you
still needing a different sixth sense to pick this particular!? Oh come on your studying sixth sense already
said so why you have to listening to a different sixth sense.

Nick Gulbranson:

This Cybersecurity Essentials is fresh way for you who has intense curiosity to look for some information
given it relief your hunger details. Getting deeper you on it getting knowledge more you know or you who
still having little bit of digest in reading this Cybersecurity Essentials can be the light food for yourself
because the information inside this kind of book is easy to get by means of anyone. These books develop
itself in the form that is certainly reachable by anyone, that's why I mean in the e-book contact form. People
who think that in publication form make them feel drowsy even dizzy this guide is the answer. So there is no
in reading a publication especially this one. You can find actually looking for. It should be here for anyone.
So , don't miss the idea! Just read this e-book variety for your better life and also knowledge.

Norbert Walling:

Do you like reading a guide? Confuse to looking for your selected book? Or your book ended up being rare?
Why so many problem for the book? But any kind of people feel that they enjoy intended for reading. Some
people likes studying, not only science book but novel and Cybersecurity Essentials or maybe others sources
were given know-how for you. After you know how the good a book, you feel wish to read more and more.
Science reserve was created for teacher as well as students especially. Those textbooks are helping them to
add their knowledge. In some other case, beside science guide, any other book likes Cybersecurity Essentials
to make your spare time more colorful. Many types of book like this one.
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